Xerox® AltaLink® B8245 MFP Configuration Report
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Xerox:

Common User Data Connectivity
Machine Nome: Xerox Altalink 88245 MFP (A9F 3:A1) Mobile Workflows
IP Address: 10.619.176 AirPrint Printing: Enabled
Machine Serial Number; ZQV624007 Mopria Printing Discovery: Enabled
Fox Line1: AirPrint / Mopria Scanning Enabled
Machine URL: https.#/10.619.176 Authentication Disabled
Machine Activation Date: Jan 01, 2921 40:04:05 Physical Connections
Total Impressions: 658 USB Settings
. Ush Type A Ports All Enabled
Machine Profile Wired: Enobled
Xerox Asset Tag: Ethernet MAC Address: 909342091 201
Customer Asset Tag: Ethernet Speed/Buplex Setting: outo
Service Phone Number; Wireless: Disabled
Customner Support Number: Wireless MAC Address:
Supplies Phane Number: Network Name (SSID):
System Administrator: System Administrator nome not set B55ID:
Machine Location: machine location not set Security Mode:
Managed By Encryp.tion Algorithm;
LoD WSI‘::uI;.irect' Enabled
Machine Hardware Wireless Hardware: Not Instafied
Wi-Fi Protected Setup {(WPS) Nome:
: t t
:::eﬁ:::l Fox Card: ::t ;::::t Access Pownt (SSID}:
Fax Card Memory Size. OME N:rc\nw Password on Device Touch Screen: S
;::::Q:RT:: rsf;:? Mg g:;gr:‘s;nt iBeacon {Bluetooth®) far AirPrint Di... Enabled
Device Storage Size: used =4176MB/totals 256060MB {SSD) IBIeocon l:n'd"f“’e: . Nt Installed
EPC Memory Size; 1000 MB %::too IPTA:‘II::I“ M ERSS8
Finisher Type: Offserting Cateh Tray LSE0COn ess.
Finisher Punch: None
Finisher Folder; not present Protocois
Multi- feed Detection Kit; Not Instafted TCP/1Pva: Enabled
[P Address: 10619176
General Setup Subnet Mask: 255.255.255.0
Remote Services: Enabled Routevfo:teway'. 1061921
Remote Software Download: Enabled 3‘::2;“;“ Addressing: ?35:1 .
Remate Services Trans. Time: 13:48 arver: . -
Xerox Workplace Cloud Disabled :gg:;guse::pi;utim: ;n J%T:: 17:17:57 2021
E-mail Alerts; Disabled roadcost: IS0
Service Plan: PagePack Self Assigned Address}m(e: Engbted
Billing Impression Mode: A3 Impressions TSCeIl': 35;'32“ Address:
Geographic Region: unknown B Enabled
G:qogorfset; 0000 Link Local Address: fe80:9e9 3:4eff:fead:fIat
Cloning Installation Allowed (Encrypted Files Only! ;JSE RIWteG"SUDr"Ed Prefix: Edl'lggiﬁ o596
File Sharing Enobled tatetess Global Address 1: e2:109:9e93:4eff fea2:f3al
181G2 Lossless Stntelels;g::bul Address 2: 4
Energy Saver Manual Address.
Deepg S):eep: Enabled DHCP Addressing: Use DHCP as directed by a router
Energy Saver Mode: Job Activated g:fCP i‘:t‘:;drtess: fd00:0:2:109:9901 .ec 27 4df 0:662d
imi n qult Gateway:
S\Tuuk't el b ty Sensor DUIC {DHCE Ltnigue [dentifierl 00010001279dc5459c934ea9fInl
e on Asrival; Enabled DNS Settings'
Sleep an Depaorture: Disabled D
= = Requested Host Namne; KRXFCII4GEATFIAT
Software Versions :er'fied;MD;Nomm
Device Software: 121.041.004.15100 VenTied Goma Nomgros
:mgm \r’ke Controller: 1Ng:‘ 04115100 plulticastONG Enabled
i Pl Pt R Release DHCP Leases and DNS Registroti... Disabled
M I:: EI = & 072'001 ‘000 Primary DNS Server. 10.61.7.15
LD =00in-- e Prefer [PvE DNS over IPva; Encbled
Document Feeder: 023.026.000 Bonjour:
inmlsher: R0 o Bongour Printer Nome: Xerox Altalink B8245 MFP (A9:F3:A1}
ax: 000.006.000 HTTP: o
Scanner 017.023.011 g
Machine Upgrades: Nat Allowed F:;ce Traffic oer Secure Connection (H... Yes :
Lost Successful Upgrade: January 21, 2021 17:11:11 S:‘lMP Enabled
Media Trays SNMP v1fv2: Enobled
Tray 1: Plain. White and A3 (207 x 420 mm) L;"F‘;‘}‘E;E D'W‘:L‘;"
Tray 2: Plain, White and Tabloid Oversized {... Raw IP Mo iz
Tray 3: Ptain, White and A4 (210 x 297 mrm) aw IP Printing: Enabled
Tray & Plain, White ond Letter (8.5 x 11 LDAP _
Bypass Tray: Plain, White and AS {148 x 210 mm) ":gA: éewer 1 ::;ml:yol DAP Adgresi. 0.00.0:389
AP Server 1 rch Directory Root:
LDAP Server 1 Secure Connection (LDA... Cusabled
LDAP Server 1 Validate Server Certificate._ Dusabled
SMTP
Installed Options SMTP Server 10.61.2393:25
P Installed Connect Encryption {TLS): No Encryption

Validote Server Certificate {TLS):



Xerox” AltaLink” B824S MFP

Protocols (cont.}
POP3
POP} Server 0.00.0:110
POP3 Secure Connection (TLS): Cisabled
E-mad Address:
NTP: Enabled
FTP Client, Enacbled
FTP Chent Mode: Passive
Web Services on Device: Enabled
Apps
Printing
Banner Sheet. Enabled
Error Sheets: Enabled
Paper Substitution: Enabled
Tray Priority: 1.2345%
PostScript nstalied
Level; 3
Version 302110
PCL
Version: ]
Font Name; Courer
Custom Color Tables Enabled
Label: Not [nstalled
Embedded Fax: not installed
Fax Line1:
Fax Line2
Server Fax: Enabled
Repository Protocol: FTP
Repository Server: 1061239321
Repository Dacument Path: I
Workflow Scanning: Enobled
Email: Enobled
Scan to Mailbox: Enabled/Displayed
Starage Capacity IMBI: 46978 MB
Storage Used (MBI 2516 MB
Cleanup af Public Falders, Enabled
Cleanup of Created Folders: Enabled
Cleanup Time: Caily
Scan to Home: Drsabled
Scan To: Enabled
Cloud Services: Disabled
Print From: Enabled
Soved Jobs for Reprint: Enabled
Print From USB: Enobled
Punt From MailBox. Disabled
Cloud Services. Disabled
Accounting
Accounting Mode: None
Network Accounting: Dwsabled

Security

Authentication Configuration

Machine UI Authentication;

Lacatly on the Device

Home: Unlocked
Jabs: Unlocked
Device; Unlacked
Device Website Authentication! Locally on the Device
Authanizotion Locally on the Device
Retrieve E-mail from LDAP: Enabled
Authentication Server: Kerberos
Xerox Secure Access: Drsabled
Audit Log: Enabled
1P Sec: Disabled
1P Filtering: Disabled
Security Certificates
Maochine Certificate: Signed
Root Certificates [nstalled: 54
802.1x: Oisabled
Job Data Removal:
Scheduled: Disabled
FIPS 140-3: Disabled
TLS: TLS11and TLS 1.2

TLS Hinsh
Trellix Embedded Control:

SHA-1, SHA-256 ond cbave
Enhanced Security

Configuration Report
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Xerox
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Printed at 22 Jan, 2021 18:45

Xerox:

Common User Data Connectivity
Machine Nome: Xerox AltaLink BB 245 MFP {AS:F3:A1) Mobile Workflows
1P Address. 10.619.176 AirPrint Printing: Enabled
Machine Sernal Number: 2Ov624007 Mopria Printing Discovery: Enabled
Fax Line1; AirPrint / Mopria Scanning Enabled
Machine URL: https/10.61.9.176 Authentication Disabled
Machine Activation Date: Jan @1, 2021 00:04:05 Universal Print: Disabled
Total Impressions: 655 Universal Print Registration Status: Not Registered
i Physical Connections
Machine Profile USB Settings
Xerox Asset Tag: Ush Type A Ports All Enabled
Customer Asset Tag: WPriming Tirmeaut: 5 se;t:r;ds
Service Phone Number: ired: Enl
Customer Support Number: Ethernet MAC Address; 9¢93:4e:09:f 301
Supphes Phone Number. Ethernet Speed/Duplex Settng: auto
System Administrator: Systern Administrator name not set Wireless: Disabled
Machine Location: machine lacation not set Wireless MAC Address:
Managed By Network Name (SSID}:
Primory MB Server: ISSSSIQt. -
ecurity Mode:
Machine Hardware :naypuon Algorithm:
tatus:
Fax Card: not present ; |
3 Wi-Fi Direct: Enabled
::Tg:f: h:::wi‘:;déize' 3‘::'5; = Wireless Hardware: Mot Installed
Foseign [nterface Card: nat present ‘év"F' Protected Setup (WPS) Name:
Device RAM Size: 8192 M8 s";”“"“"f_'“e‘“"d' )
Device Storage Size: used-4158MBJtotal: 256D50MB (S50 o o
EPC Memory Size: 1000 MB ! s
Finisher Type; Offsetting Cotch Tray NSF’?Z?W Password on Device Touch Screen: T
Finisher Punch: None "
e p o (A iBeacon (Bluetoath®) for AirPrint Di.. Enabled
Multi-feed Detection Xit: Mot Installed gﬁ::ﬁt:mere: - Not Installed
General Setup iBeacon IP Address:
Remote Services: Enabled
T
Remote Software Download, Enabled P OtOCOlS.
Remote Services Trans. Time: 13:48 TCP/1Pv4: Enabled
Xefox Workplace Cloud Disabled [P Adaress: 10619176
E-mail Alerts; Disobled :ub?etlec;sk: 1235655951'255 0
Service Plan: PagePack WIGHSAEIE
Billing Impression Modle: A3 Impressions ‘D"'I_':g;"s‘mc Addressing: 100"':? T
Geographic Region: unknown LR — . -
Startup Config Repart: Disabted ggg; ;;t:;z :::;ouon: g;‘:: ;9 171757 2021
GMT Offset: Q00:00 ; 5 :
Cloning Installation Allowed (Encrypted Files Only! Self Assigned Address State: Enabled
Allow Print Submission of Clane Files: Disabled Self Assigned Address:
File Sharing Enabled TCP/IPv6: Enabled
JBIG2 Lossless Link Local Address: feB0:9e9 3:4eff fead:fia)
Energy Saver Use Router Supplied Prefix Enabled
Deep Sleep: Enabled Stateless Global Address 1 fd00:0:2:10%:9e% :4efffeaf3a1
Energy Saver Mode: Job Activated rS;otele?ﬁLfobal Address 2 =
Sleep Mode Tirmer 30 minutes anuq £55:
Aulc?- Off- Disabled DHCP Addressing: Use DHCP as directed by a router
Smart Proxim ity Sensor g:fil?::’fs:w ‘ fd00:0:2:109:9901:ec27:4dfa:66 2d
Wake on Arrival: Enabled Ryay. i
Sigep on Deporture: Disobled Duﬁréo S(::tci:n l;r; ue Identfier) 00010001 279dc5459¢934eadi3al
Maximize Detection Range: Disabled 0
= g ' Requested Host Name: XRXSCII4EATF 34T
Software Versions Venfied Host Name:
Device Saftware: 121,041 004.15100 5:‘1?&?0 ':‘n‘;fr;‘a';‘nﬂeme
o R T Gone15100 ST Erchied
Ui Panel Firmware: 003.004.00000 :::z:e [D):gr’sLeuses CRC DS Regkbatis ?:‘;:lgd‘ 5
User Interface: 121.041,15180 mem:te DNSES‘:M" 4 51520
Marking Engine: 072.001.000 Altemate DNS Server 2 : '
Copy Controller: 121.041.15100 DNS Connectien Timeout: 5
;)':ic;n;nt Eetdec; g;gggggg Append Device Domgin, Enobled
Fax: : 000.000.000 Append Parent Domains: Disabled
os; 121.006.35100 ONS Domoin Search List R OXaACOM,
Senner 017023011 Prefer IPv6 DNS over [Pva: Enabled
Software Upgrade: 121.041,15300 Installed optiOi‘IS
Tigy 2:
Tray 3: Fi Iretalled
Tray 4;
Machine Upgrades: Not Allowed
Last Successful Upgrade: January 21.2021 171111
Scheduled Auto Upgrades; Disabled
Auto Upgrade Start Time: Caily
Auto Upgrade Server: ©.00021
Media Trays
Tray 1: Plain, White and A3 (297 x 420 mm)
Tray 2; Ploin. White and Tabloid Oversized (..,
Tray 3: Plain, White and A4 (210 x 297 mm)
Tray 4: Plain, White and Letter (8.5 x117)

Bypass Tray: Plain, White and A5 (148 x 210 mm}



Xerox” AltaLink” B824S MFP

Protocols (cont.)
Bonjour:
Bonjour Printer Narme:
HTTP:
Port Number;
Force Traffic aver Secure Connechion (M.
Securg HTTP Port Number;
Proxy Server;
Proxy Server Address:
Pe
Secure [PP Mode:
1PP Network Path:
SNMP
SNMP v1/ivZ:
SNMP v3.
LPR/LPD:
Port Number
PDL Swtching
PDL Bonner Overrde.
Raw IP Printing:
Port Numbser 1.
Bidiwrectional;
End of Job Timeout
PDL Switching:
LDAP
LDAP Server 1 Friendly Name-
LDAP Server 1 Pumary LDAP Address:
LDAP Server 1 Alternote LDAP Address.
LDAP Server 1 Search Directory Root:
LDAP Server 1 Secure Connection [LDA...
LDAP Server 1 Validate Server Ceruficate
SMTP
SMTP Server:
Connect Enceyption (TLSI:
validate Server Certficate (TLSk
Max Message Size (KB
Number of Fragments:
Total Job Size KB}
lol Sphitting Boundary:
Credentials for Auta E-mails:
Credentials for Walkup Lsers
POP2
POP3 Server;
POP3 Secure Connection (TLS):
E-maoi Address.
Receipt of E-mail via POP3:
Send Confirm on Request
Incoming E-maod cover sheet:
NTP:
Primary Setver:
Alternate Server
SLP:
FTP Client:
FTP Chent Mode:
Wb Services on Device:
WS-Discovery
WS -Discovery Multicast:
WS-Print
WS5-Scan:
Web Services
Copy Submission:

Digiol Certificate Management and Securs.,

Extensible Service Registraticn:
bty Laruts;

lob Management Extension
Dewice Configuratien:

Scan Submussaan:

Scan Workflow Management:
Session Data:

User [nterface Configuration:
ELP Proxy Configurateon:

Xefox Secure Access.

EIP SNMP Configuration:

Print Subrmission:

Scan Template Mgmt

Mass Storage Access.

Card Reader Access:
Authentication & Accounting Configur...
Expavt Audit Log:

TreMix Embedded Contrel

Configuration Report
Printed at 22 lan, 2021 18:45

Apps
Xerox Altalink B8 245 MFP (ADF3AT] Printing
Encbled Banner Sheet.
80 Sys/Stort Job
Yes Delete Held Jobs After:
443 Error Sheets!
Autamatc Paper Substituton:
¢-00.0:8080 Tiay Prionity:
Enaied Default Copies.
PP and Secure I1PPS Defautt Job Type:

http:#10.61 9.176:631 Default Poper Size!

Defoult Paper Color

Encbled Default 2 Sided Prmting
Disabled Default Qutput Troy:
Enabled Default Qutput Color
51% Default Collated Sets:
Disabled Cefault Staphng:
Disabled Offsetting Between [abs:
Enabled PostScript
S100 Level
Disobled Version:
300 Image Quality
Dusabled PCL

Version:

Pitch Size:
3000389 Point Size
0000389 Fon1 Nome:

Lines Per Fage:
Disabled Custom Color Tables
Disebled Label

Embedded Fax:
1061239325 Fox Line?
o Encryption Fox Ling2
Server Fax:
‘1| 0240 Confnation Sheet.
Deloy Start

300000 Repasitory Protocel:
Page Boundary

Repasitory Server.

oo Repository Docurnent Path:
Hone Workflow Scanning:
& Confumotion Sheet
OD:;JbIeL1 d Default Repository Protocal:
Default Repositary Server:
Defoult Repositary Document Path
g::;:: Defauit Repositoey Login Credenuals,
Enabled Alt1 Repository Protocol
Enabled Alt1 Repository Server
0.0.00:123 Alt1 Repusitory Document Path:
4000123 Al Repositary Login Credentials:
Workfiow Pool Protogol
S I WorkFlaw Paal Server:
Ez:::;:d E Wofklfluw Pool Path:
mdait:
::ZE:Z: Default From Address:
Enabled Confumation Sheet:
Enabled Auta Send 10 Self:
Enabled E-mail Secunity:
Scan to Mailbox:
Enabled View Mailboxes by Defoult;
Enabled Storage Capocaity (MB):
Enabled Storoge Used (MB):
Enabled Cleanup of Public Foldess:
Enabled Cleanup of Created Folders:
Enabled Cleanup Tume:
Enabled Scan to Home:
Enabled Friendly Name:
Enobled Workflow Name:
Encbled Aute Create Subdir:
Enabled Append User Name to Path:
Disabled " Auto.(ll-reo(e Uiser Nome Dir:
Enabled can 1o
Enabled Cloud Services:
Enabled Print From:
Enabled Saved labs for Reprint:
Enabled Print Fiam US8:
Enabled Print From MaiiBax
Enobled Cloud Services.
Enabled

Xerox

Enabled

Cisabled

3 Day(s} 0 Hour(s) O Minutels)
Enabled

Enobled

12345

1

Normal Print

x=8.50 nches. y=11.00 nches
White

1 Sided

Man Troy

Black & White

Encbled

Not Avaiiable

Qffset Between Jobs

installed

E
3021101
Standord

[

1000

1200
Couner

&0

Enabled

Nat installed
not installed

Encbled

Errors Only
Disabled

FTP
10612393

Enabled
Errors Only
FTP
00000

Device
FTP
0.0.00:0

Device
FTP
00.0.00

Encbled
test@tls13.com
Errors Only
Disabled
Disabled
Enabled/Disployed
Enabled

46978 MB
2517 MB
Enchled
Enabled

Daly

Disabled

Dsobled
Disobled
Disobled
Encbled
Disabled
Enabled
Enabled
£nobled
Disabled
Disabled

Pa



Xerox® AltaLink® B8245 MFP

Accounting
Accounting Made: Nane
Network Accounting: Drsabled
Security
Authentication Configuration
Machine UI Authentication Locally on the Device
Home: Unlocked
tobs: Unlocked
Device: Unlocked
Device Website Authentication; Locally on the Device

Authorizatien:

Locally on the Device

Retneve E-mail frern LDAP: Enabled

Authentication Server: Kerberos
Kerberos Primary Realrm:

Kerberos Primary Address: 0.0.0.0:88
Kerberos Alt 1 Realm.

Kerberos Alt 1 Address: 00.0.0:88
SMB NT Domain;

SMB Alt 1 NT Dormiten:

Smarteard Ctrl Server: G.00.0:443
Smartcard Curl Domain;

SmartCard QCSP URL:

Card Reader Upgrade Policy: Enotled
Card Reader Furnware Verson:

Xerox Secure Access: Disabled
Secure Access Server. 0.00.0:443
Secure Access Path;

Audit Log: Enabled

IP Sec: Disabled

IP Filtering: Disabled

Security Certificates
Machine Certificate: Signed
Raat Certificates Installed: 54

802.1x; Disabled

Job Data Removal:

Scheduled: Disabled
Scheduled Frequency: Monthly

FIPS 140-3; Disabled

TLS: TLS 1.1 and TLS 1.2
TLS Hash: SHA-1.SHA-256 and above

Trellix Embedded Control:

Extensible Service Setup
Third Generation Browser:
Widget Version;
Widget Version;

Enhanced Secuiity

X3G_3.24.23_2.40.5_011_01,00.00
v1.3.17 ¢8 20140613
v2.5.049% 20240123

Configuration Report

Xerox-
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